"" Ramsey/Washington Ramsey/Washington

R lin Ener Recycling & Energy
’ ecycling & ergy 2785 White Bear Ave.
RAMSEY/WASHINGTON Suite 350
RECYCLING & ENERGY Request for Proposal (RFP) Maplewood, MN 55109

Title of RFP: Information Technology (IT) Infrastructure Managed Services, End User Service
Desk and On-site Support

Responses must be received by 2:00 p.m. Central Time on October 22, 2021

Mailing, Third-Party Carrier (FedEx, UPS, etc.) and Hand-Submitted Proposals Address:
Attn: James Redmond
Ramsey/Washington Recycling & Energy
100 Red Rock Road,
Newport, Minnesota 55055

All solicitation responses must be received by Ramsey/Washington Recycling & Energy (R&E) at the
specified location by the date and time cited above. Late solicitation responses will not be considered.
The mere fact that the solicitation response was dispatched will not be considered; the firm must ensure
that the solicitation response is actually delivered. Regardless of cause, late qualification responses will
not be accepted and will automatically be disqualified from further consideration. It shall be the Offeror’s
sole risk to assure delivery at the designated office by the designated time. Late solicitation responses
will not be opened and may be returned to the Offeror at the expense of the Offeror or destroyed if
requested. Except for trade secrets and confidential information which the Offeror identifies as
proprietary, all solicitation responses will be open for public inspection after the contract award. Vendors
are advised to carefully read the entire Solicitation Package. Solicitation responses that do not comply
with all Instructions contained herein may be disqualified.

PROPOSERS ARE STRONGLY ENCOURAGED TO READ THE ENTIRE SOLICITATION.

All communications concerning this solicitation must be directed to the person identified within this
solicitation inTable 02. Communications with other R&E staff, Ramsey or Washington County staff,
and/or R&E Contractors may disqualify you from the evaluation process.
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1.0

RFP Introduction and Background

1.1. Solicitation Description and Process

Terms and Conditions governing this solicitation, including applicable insurance requirements, are included as a
part of this document. Ramsey/Washington Recycling & Energy has no obligation to place an order as a result of
this inquiry. This Request for Proposal (RFP) is intended to solicit proposals from proposers capable of meeting the
Ramsey/Washington Recycling & Energy’s (R&E)need for IT Managed Services Contractor.

R&E expressly reserves the right to amend or withdraw this solicitation at any time and to reject any orall solicitation
responses. R&E reserves the right to waive any minor irregularities in the solicitation process.

This RFP and the selected solicitation response(s) to this RFP will be incorporated into the contract resulting from
this solicitation; provided, however, that the contract may contain terms different from orin addition to this RFP and
the successful proposal. For purposes of this RFP, the term “vendor,” “contractor,” “offeror,” “Proposer” and
“proposer” are considered to have the same meaning.

1.2. About Ramsey/Washington Recycling & Energy

Ramsey/Washington Recycling & Energy (R&E) is a public joint powers board between Ramsey and Washington
counties. R&E is responsible for administering solid waste (trash) services to residents and businesses in both
counties. Combined, the two counties have 785,000 residents and 407,000 people employed within the two
counties.

With a partnership of over 20 years, Ramsey and Washington counties made a bold pivot in thinking about waste
and recognized the inherent value in the materials that are put in the trash, viewing these items as local assets. The
economic and environmental value of these assets can be realized only through a complete system that seeks to
recover that value. This resulted in the 2016 purchase of the Ramsey/Washington Recycling & Energy Center.

In owning the facility, and requiring all garbage produced in Ramsey and Washington counties be brought to the
facility, the counties are more able to recover the value that lies within the trash. In fulfilling this vision, Ramsey and
Washington counties will maximize the recovery of resources and divert as much as possible from landfills.

1.3. Purpose of RFP

The purpose of this RFP is to seek proposals for an Information Technology (IT) Managed Services options to
support our IT infrastructure and End User Computing environment.

The purpose of this Request for Proposal is to identify qualified providers to contract with for IT Managed Services
in the following areas:

. Managed Services for Infrastructure Support
o IT Service Desk
. Level 1 and Level 2 End User Computing (Desktop Support)

Proposers’ responses will be evaluated and ranked based on the criteria described in this RFP. If a service is
available that meets R&E needs, R&E may then enter into additional budget discussions and a contract with the
selected proposer. R&E anticipates selecting one vendor for all proposed services associated with this RFP if one
vendor can provide the expected level of service based on their responses.

In addition to soliciting written responses, this document provides information to assist proposers in preparing their
responses and facilitates the subsequent evaluation and comparison process. In that regard, this RFP:

o Provides information essential to soliciting meaningful recommendations and realistic commitments from
the proposers;
o Specifies the desired format and content of proposals in response to this RFP;
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. Outlines R&E evaluation and selection procedures;
. Establishes a schedule for the preparation and submission of proposals in response to this RFP; and,
. Establishes a performance standard for the selected proposer.

This RFP and the selected proposal will be incorporated into the contract resulting from this solicitation;provided,
however, that the contract may contain terms different from or in addition to this RFP and thesuccessful proposal.
For purposes of this RFP, the term “vendor,” “contractor,” “offeror,” “consultant” and “proposer” are considered to
have the same meaning.

” ” o«

1.4. Contract Term & Schedule
The initial term of the contract is expected to be three years with the options for up to two one-year renewals.
1.5. Costs

The resulting contract fee shall be a not to exceed agreement for services rendered and reimbursable expenses.
Rates shall be negotiated.

1.6. RFP Schedule of Events

The following RFP Schedule of Events represents the best estimate of the schedule the R&E will follow.The R&E
has performed extensive planning work and has planned to meet the dates described below. Vendors are
encouraged to hold the demonstration dates listed. If a component of the schedule is delayed, it shall be anticipated
that the remaining components will also be delayed by a similar number of days. Any significant change to the
schedule will be published via RFP Addendum.

Table 01: RFP Schedule of Events

Event Estimated Date

Request for Proposals Released September 8, 2021
Providers Submit Appendix A: “RFP September 14, 2021
Intention Response” Indicating:
. Whether you intend to participate,
. Response scope, indicating which

sections to which you will respond
Pre-Proposal Conference September 15, 2021, at 3:00 PM
Pre-Proposal Conference Location Virtual—Email

jredmond@recyclingandenergy.orqg to
request an invite.

Deadline for Proposer Questions September 22, 2021
Addendum With Responses Issued September 29, 2021
Deadline for Proposal Submissions October 22, 2021
Interviews Week of November 1, 2021
Anticipated Contract Effective Date 4t Quarter of 2021

1.7. Minimum Qualifications

For proposals to be evaluated and considered for award, proposals must be deemed responsive. To be deemed
responsive, the submitted proposal documents shall conform in all material respects to the requirements stated by
the RFP, and proposers shall document and validate the capability to fully perform all requirements defined by the
RFP.

1.8. Pre-Proposal Conference
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A non-mandatory pre-proposal conference will be held according to the information in Table 01. The purpose of the
conference is to discuss the solicitation and allow vendors to see the site and ask questions. Questions and
answers will be transcribed and posted on R&E’s website in the form of an addendum.

1.9. Incurred Expenses

There is no express or implied obligation for R&E to reimburse responding firms for any expenses incurred in
preparing solicitation responses to this Request for Proposal and R&E will not reimburse responding firms for these
expenses, nor will R&E pay any subsequent costs associated with the provision of any additional information or
presentation, or to procure a contract for these services.

1.10. Questions and Inquiries

It shall be the responsibility of the Proposer to inquire about any portion of the RFP that is not fully understood and
susceptible to more than one interpretation. Written inquiries are required. All questions concerning the RFP must
reference the page number, section heading, and paragraph, if applicable. Questions may be submitted via email
and Proposers shall insert “IT Infrastructure Managed Services, End User Service Desk and On-site Support RFP”
in the subject line. Oral communications will not be accepted. The following table provides the primary contact
information.

Table 02: Point of Contact

Point of Contact

James Redmond
jredmond@recyclingandenerqgy.org

Questions and inquiries related to this RFP, including questions and inquiries related to technical issues are to be
submitted in writing via email and directed to the Point of Contact using the contact informationin Table 02 above.
Proposers shall not contact any other R&E staff, Washington and Ramsey counties Staff, or R&E Contractors with
any questions or inquiries. Unauthorized contact with any personnel of R&E other than staff listed in Table 02, may
be cause for rejection of the Proposer’s response. The decision to reject a Proposal is solely that of the R&E.

1.11. Clarification and Discussion of Proposals

R&E may request clarifications and conduct discussions with any vendor who submits a solicitation response.
Failure of a vendor to respond to such a request for additional information or clarification may result in rejection of
the vendor’s proposal.

1.12. Amendments and Addenda

All clarifications and RFP revisions will be documented in an addendum and published to R&E’s website,

www.recyclingandenergy.org/vendors. R&E will attempt to publish periodic addenda on a timely basis. Questions
received less than five business days prior to the date for opening may not be answered.

Only questions and answers documented in an addendum shall be binding. Proposers shall acknowledge each
addendum issued on the Solicitation Response Form (Attachment 1) which shall besigned and returned with
Proposers’ responses. R&E reserves the right to revise the RFP. Revisions shall be documented in an addendum
and published to the R&E website.
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2.1. Advertisement for Proposal/Public Notice

R&E uses its website, www.recyclingandenerqgy.org/vendors to release all competitive solicitations and associated
addenda. Construction-related solicitations shall be published in R&E's official newspaper for three weeks. All other
advertising or publishing requirements applicable to the solicitation shall be published in R&E’s official newspaper
for at least two weeks. Public notice of the solicitations shall include a reasonable time to allow for receipt of
solicitation responses.

2.2. Instructions for Proposers

It will be the sole responsibility of the Proposer to submit its proposal to R&E before the closing deadline. Late
proposals will not be considered and will be returned unopened to the Proposer.

R&E reserves the right to reject any or all proposals or parts of proposals, to accept part or all of proposals on the
basis of considerations other than lowest cost, and to create a project of lesser or greater expense than described in
this RFP or the respondent's reply based on the component pricessubmitted.

R&E reserves the right to cancel this RFP or to change its scope if it is considered to be in the best interest of R&E.
R&E reserves the right to waive irregularities in the proposal content or to request supplemental information from
Proposers.

Vendors must address all information specified by this RFP. All questions must be answered completely. R&E
reserves the right to verify any information contained in the Vendor's RFP response and to request additional
information after the RFP response has been received.

R&E may make such investigations as it deems necessary to determine the ability of the Vendor to furnish the
services outlined herein, and the Vendor shall furnish to R&E all such information and datafor this purpose as R&E
may request. R&E reserves the right to reject any quote if the evidence submitted by or the investigation of such
Vendor fails to satisfy R&E that such Vendor is properly qualified to carry out the obligations of the contract.

Marketing brochures included as part of the main body of the RFP response will not be considered. Such material
must be submitted only as attachments and must not be used as a substitute for written responses. In case of any
conflict between the content in the attachments and a vendor's answers in the body of the quote, the latter will
prevail.

The deadline for proposal responses is established in Section 1.6, RFP Schedule of Events. Proposal responses
received at the R&E after this deadline will not be accepted and will be returned to Proposer. Late qualifications will
not be opened and may be returned to the Offeror at the expense of the Offeror or destroyed if requested.
Contractors shall submit one original and 1 electronic copy of the solicitation response via mail or personal service
to the R&E. Oral solicitation responses will not be considered. Electronic copies shall be submitted as a PDF on a
thumb drive.

The mailing addresses for Proposals is contained in the following table.

Table 04: Proposal Mailing Address

R&E Mailing Address

Attn: James Redmond
Ramsey/Washington Recycling & Energy
100 Red Rock Road

Newport, MN 55055
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The following table contains the organization guidelines for Proposal responses.

Table 05: Proposal Checklist

RFP RFP
Attachment Section
Number Proposal Section Number

- Signed Cover Letter 2.3

Attachment 1 Completed Proposal Response Form (attached) 2.4

Attachment 2 Contractor Information and Reference Form (attached) 2.5

- Firm Introduction 2.6

- Qualifications and Experience 2.7

- Key Personnel Qualifications 2.8

- Work Plan for Scope of Services 2.9

- Description of Contractor’'s Cost/Budget for Scope of Services 2.10

Attachment 3 Security & Compliance Considerations 2.11

- Exceptions to Terms and Conditions 2.12

Attachment 4  |Application for Designation of Trade Secret Information 2.13

(attached)

2.3. Cover Letter

The first section of the Proposal should be the Cover Letter. The Cover Letter shall be signed by an authorized
representative of the company such as the owner, partner, or in the case of a corporation,the President, Vice
President, Secretary, or other corporate officer(s).

The Cover Letter must provide the following:

i. ldentification of the proposing company, including name, address and telephone number;

ii. Name, title, address, telephone and fax numbers, and email address of contact person during period of
Proposal evaluation;

ii. A summary of the company’s background and history;

iv. A summary of claims brought against the proposer, subcontractors, andproposed project team members
during the past five years related to their goods and/or services, including the date, description of the
claim, and the resolution of the claim, on company letterhead. Even if there have been no claims, a
statement must be provided,;

v. A brief summary of the Proposal contents;

vi. Signature of a person who is authorized to sign contracts for the company.

The Cover Letter shall be printed on the company’s letterhead.

A signature on the Cover Letter hereby provides the R&E acknowledgement and acceptance of the “Conditions”
and the execution of same during the discharge of any succeeding contract. It shall be clearly understood that by
submitting a Proposal in response to this solicitation, a Proposer shall be deemed to have accepted all
specifications, terms, and general conditions and requirements set forth inthese specifications, terms, general
conditions, and requirements unless otherwise clearly noted and explained in this RFP.

2.4. Proposal Response Form

The second section of the Proposal should be a completed Solicitation Response Form - Attachment 1.

2.5. Contractor Information and Reference Form
8
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The third section of the Proposal should be a completed Contractor Information and Reference Form —Attachment 2.
2.6. Firm Introduction

Provide a brief company history and organizational structure of the firm. Include an outline of previousand current
projects which demonstrate the firm’s qualifications to provide the scope of services as requested by this RFP.

2.7. Qualifications and Experience

a. ldentify at least three (3) similar projects undertaken by the Contractor within the last five (5) years. For
each project, provide the client’'s name, address and telephone number for a contact person currently
available who is familiar with the proposer’s performance.

b. A description of key partnerships in which the Contractor is currently, or has previously been, engaged
that will be used to provide services.

2.8. Key Personnel Qualifications

a. Alist of project staff, including short biographies and a list of prior projects of similar scope for which the
staff played the same or a similar role as proposed for R&E’s project. Please include a resume for key
staff involved, years of experience performing this work, and certifications for all project staff.

2.9. Work Plan for Scope of Services

The Contractor’s proposal must demonstrate the Contractor’s understanding of the program and scope of services
as described herein. The Contractor’s proposal must include:

a. A clear description of the approaches and processes to be used to complete the activities described in
Section 4.0, Scope of Work. This should include response times for resolving outages in R&E
infrastructure components.

2.10. Description of Contractor’s Cost/Budget for Scope of Services

The Contractor must provide a detailed budget estimate for proposed work plan. Please provide a budget outlining
costs associated with each phase of the scope outlined in this RFP. The Contractor should provide an hourly rate for
services performed.

2.11. Security & Compliance Considerations

Following is a list of questions and considerations related to our internal policies anytime we have outside staff
accessing and using our systems. Please include your answers in attachment 3 to the questions below in your
proposal response.

1. Does your organization conduct background checks on your employees?

2. Do you conduct annual security awareness training within your organization?

3. If you store any of our information on your systems are you willing to remove this information on request
upon termination of the contract?

4.  Would you use sub-contractors and/or business partners inside or outside the US? If so, please
describe.

5. Is your organization willing to participate in an R&E Vendor security assessment if moved to next round?

6. Your organization will be expected to have the following types of insurance and name R&E as
indemnified party as they apply to the services you would provide to R&E. Please indicate your current
coverages for the following types of insurance:
a. Commercial General Liability Insurance
b. Auto Liability coverage for all owned, hired and non-owned vehicles used by Company
c. Crime insurance which includes employee dishonesty coverage on all Company employees and

9
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contractors working under this Agreement;

d. Statutory coverage for Workers’ Compensation

e. Network Security/Privacy Liability, covering liabilities for financial loss resulting or arising from acts,
errors or omissions in rendering services in connection with this Agreement including computer or
information technology services, copyright or trademark infringement, or from data
damage/destruction/corruption, including, contractual liability, failure to protect privacy,
unauthorized access, unauthorized use, virus transmission and denial of service from network
security failures and any other errors and omission

f.  Umbrella Liability

2.12. Exceptions to Terms and Conditions

Proposer should include any exception the Proposer takes to the terms and conditions set forth in this RFP.
Proposer should identify the areas where they feel the requested service or product is not available, deviates from
the specific requests, or is deemed to be an unwise or unwarranted approach. The Proposer will describe
exceptions to the RFP and identify their impact to the R&E, including, but not limited to, workarounds, reductions in
performance, capacity, flexibility, accuracy, and ultimately cost and value. The R&E reserves the right to disallow
exceptions it finds are not in the best interests of the R&E. Any and all exceptions to the requirements of this RFP
must be identified and fully explained in the submitted Proposal. It is the R&E’s intention to be made aware of any
exceptions to terms or conditions prior to contract negotiations.

2.13. Application for Designation of Trade Secret Information
Proposer should complete Application for Designation of Trade Secret Information —Attachment 4, if applicable.

The solicitation response shall not be contingent on R&E accepting the contractor's claim that certain data is Trade
Secret Information within the meaning of Minnesota Statute Section 13.37, subd. 1(b)

R&E review of data identified as Trade Secret Information will not occur unless and until such time as an appropriate
request for the data is made by a third party

At such time as an appropriate request for data identified in a response as Trade Secret Information is made, R&E
will provide the responder with notice of the request for the Trade Secret Information

10
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3.0 General Solicitation Standard Terms and Conditions

3.1 Quote Evaluation

Evaluation of quote will be conducted by R&E staff, County staff, and selected partners. The following will be
considered:

1. Contractor Qualifications
a. The proposer’s experience and qualifications in providing similar services.
2. Demonstrated Understanding and Proposed Approach
a. Completeness and clarity of response.
b. Clear understanding of R&E's goals and needs
c. Clear understanding of work tasks.
d. Ability to complete projects in a timely manner.
3. Cost Allocation
4. References

R&E reserves the right to consider any additional information gathered by R&E or submitted by the Vendor to
evaluate the submitted quote.

After completing the evaluation phase of the process, R&E will enter into financial negotiations. The final selection
will be based on the satisfactory outcome of these negotiations. The award shall be made to the responsible Vendor
whose quote is determined, at the R&E’s sole discretion, to be the most advantageous to R&E. The lowest cost will
not be the sole determining factor. After the contract has been awarded, R&E will notify the quote submitters of the
outcome.

3.2 Notice of Intent Award

The following must be submitted in response to the Notice of Intent to Award within 10 business days:
= W9
= Certificate of Insurance

Successful proposers are advised not to begin work or enter into subcontracts relating to the project until both the
successful proposer and the R&E sign the contract.

3.3 Public Notice

R&E uses its website, Vendors - Ramsey/Washington Recycling & Energy Ramsey/Washington Recycling & Energy
(recyclingandenergy.orqg) to release all competitive solicitations and associated addenda. Construction-related
solicitations shall be published in R&E's official newspaper for three weeks. All other advertising or publishing
requirements applicable to the purchase shall be published in the R&E’s official newspaper for at least two weeks.
Public notice of thesolicitations shall include a reasonable time to allow for receipt of solicitation responses.

3.4 Negotiations and Contract Execution

The R&E reserves the right to negotiate the final terms and conditions of the contract to be executed. Inthe event the
R&E and the vendor are unable to agree upon all contract provisions, the R&E reserves the right to cease
negotiations, and to move on to select another vendor, or to reject all Proposals.

3.5 Contracting Ethics

1) Itis a breach of ethical standards for any person to offer, give, or agree to give any R&E official,employee,
agent or volunteer, or by R&E Policy, for any R&E employee, or Committees, Commissions, and Boards
person to solicit, demand, accept, or agree to accept from another person or agency, a gratuity or an offer
of employment whenever a reasonable prudent person would conclude that such consideration was
motivated by an individual, group, or corporate desire to obtain special, preferential, or more favorable
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treatment than is normally accorded thegeneral public.

2) The Vendor shall not assign any interest in this contract and shall not transfer any interest in thesame
without the prior written consent of the R&E.

3) The Vendor shall not accept any private client or project that may place it in ethical conflictduring its
representation of the R&E.

3.6 No Obligation, Right of Rejection, and Multiple Award
The inquiry made through this RFP implies no obligation on the part of the R&E.

The R&E reserves the right to reject any proposal, in whole or in part. Proposals received from debarredor
suspended vendors will be rejected. The R&E may reject any proposal that is not responsive to all of the material
and substantial terms, conditions, and performance requirements of this RFP.

The R&E further reserves the right to award all, part, or none of the services included in this RFP or a Proposer’s
proposal. In addition, the R&E reserves the right to make one or more awards to competing Proposers for subsets
of functionality as a result of this RFP.

R&E reserves the right not to contract with any Vendor. If R&E decides to contract, R&E will contract with the
Vendor whose response best meets the needs of R&E. R&E reserves the right to contract withother than the lowest
priced quote.

The R&E reserves the right to reject any proposal determined to be non-responsive. The R&E also reserves the
right to refrain from making an award if it determines it to be in its best interest.

If only one solicitation response is received, an award may be made to the single Contractor if R&E finds, in its sole
discretion, that the price submitted is fair and reasonable, and that either other Contractors had reasonable
opportunity to respond, or there is not adequate time for re-solicitation.

3.7 Proposer’s Certification
By signature on the Proposal, the proposer certifies that it complies with:

3.7.1 The laws of the State of Minnesota and is licensed to conduct business in the State of Minnesota;

3.7.2 All applicable local, state and federal laws, codes and regulations;

3.7.3 All terms, conditions, and requirements set forth in this RFP;

3.7.4 A condition that the proposal submitted was independently arrived at, without collusion; and,

3.7.5 A condition that the offer will remain open and valid for the period indicated in this solicitation; andany
condition that the firm and/or any individuals working on the contract do not have a possible conflict
of interest.

If any proposer fails to comply with the provisions stated in this paragraph, the R&E reserves the right toreject the
proposal, terminate the contract, or consider the proposer in default.

3.8 Amendment/Withdrawal of Proposals

Proposers may amend or withdraw proposals prior to the deadline set for receipt of proposals. No amendments will
be accepted after the deadline unless they are in response to a request of the R&E. After the deadline, proposers
may make a written request to withdraw proposals and provide evidence that a substantial mistake has been made.
The R&E may permit withdrawal of the proposal upon verifyingthat a substantial mistake has been made.

3.9 Clarification of Proposals

In order to determine if a Proposal is reasonably susceptible for award, communications by the Point ofContact
identified in Table 02 or the proposal Evaluation Committee are permitted with any proposer toclarify uncertainties

12
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or eliminate confusion concerning the contents of a proposal and determine responsiveness to the RFP
requirements. Clarifications may not result in a material or substantive change to the Proposal. The initial evaluation
may be adjusted because of a clarification under this section.

3.10 Rights to Submitted Material

It shall be understood that all proposals, responses, inquiries, or correspondence relating to or in reference to this
RFP, and all reports, charts and Proposal or referencing information submitted in response to this RFP, shall
become the property of the R&E, and will not be returned. The R&E will usediscretion with regard to disclosure of
proprietary information contained in any response but cannot guarantee information will not be made public. As a
government entity, the R&E is subject to making records available for disclosure.

3.11 Contract Negotiation

If contract negotiations are commenced, the R&E anticipates conducting negotiations remotely throughelectronic
communications and teleconferences, beginning on a date and time to be determined.

If contract negotiations are held in person, they will be held at R&E offices, and the offeror will be responsible for all
costs including its travel and per diem expenses.

3.12 Failure to Negotiate
If the selected proposer:

1. Fails to provide the information required to begin negotiations in a timely manner;

2. Fails to negotiate in good faith;

3. Indicates it cannot perform the contract within the budgeted funds available for the project; or,

4. If the proposer and the R&E, after a good-faith effort, cannot come to terms; then
The R&E may terminate negotiations with the proposer initially selected and commence negotiations with the next
highest-ranked proposer. At any point in the negotiation process, the R&E may, at is sole discretion, terminate
negotiations with any or all proposers.
3.13 Non-Collusion Statement
Proposers shall complete and sign the non-collusion statement and include it with their proposal.
Contractors shall not enter into an agreement, participate in any collusion, or otherwise take any actionin restraint of
free competition in connection with this solicitation or any contract which may result from its acceptance, including

actions involving other contractors, competitors, R&E staff, R&E Board Members, Ramsey County, or Washington
County staff. Evidence of such activity will result in rejectionof the solicitation response.
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4.0 Scope of Work

4.1 Description of Current Environment

For the purpose of this proposal, please use the following overview of R&E’s IT environment in providing your
support proposal responses.

Approximately 35 end user workstations and mobile devices including phones, tablet and laptops
SonicWall Firewall

5 Network Switches

Datto Backup Device

2 Physical Servers

4 Virtual Servers

4 printers

3 Wireless Access Points

4.2 Requested Service Definitions and Requirements

4.2.1 Infrastructure Managed Services

Infrastructure managed services consists of day-to-day monitoring and management of R&E’s IT infrastructure
which supports the business. This includes:

Inventory end-user and infrastructure devices and applications
Initial review and certification of environment
Installation of monitoring and management tools
Monitoring of infrastructure status and performance providing reporting on a monthly or as needed basis
Management of:
o Infrastructure alerts, incidents, problems and changes
o Server patching, service packs, and hot fixes including emergency changes
o Directory Services
o Security and administrative access
Management and maintenance of anti-virus and malware software and updates for servers/workstations
including mobile devices
Support of 0365 Environment
Development, maintenance, and proactive analysis of performance metrics
Performance reporting for all infrastructure components under management
Patch Management on agreed to infrastructure platforms per defined schedule
Manage scheduled backups
Support end-users through Service Desk for level 2 and level 3 issues

4.2.2 Service Desk

Vendor will Provide:

Level 1 customer support, incident management, problem resolution and service request management
Active Directory password resets

Process to request services that can be fulfilled across multiple vendors, in both directions

Monitoring and escalation of all (severity 1, 2, 3 and 4) incidents according to agreed-upon service levels
Maintenance of a Knowledge Database which may include details of root causes, workarounds and
permanent resolutions for incidents, problems and known errors

Ability to trouble-shoot problems (view customer’s screen and, with permission, work on their computers)
using remote control over a defined secure Internet connection

Root cause analysis of severity 1 incidents

Knowledge to support end users with Microsoft Office 365 products running on all approved R&E
desktops and laptops
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Change Management including supporting documentation of changes in the Service Desk Tool, tracking,
reporting, ensuring correct approvals, scheduling and reviewing results of changes

With R&E input and approval, plans and processes to restore Service Desk and Managed Services
functions in the case of a business continuity or disaster incident

Service Desk policies and procedures, including yearly reviews and updates of those policies and
procedures

Service Desk support from 6am to 7pm CST with the ability to expand coverage to 24x7x365

Best effort support for software no longer supported by the manufacturer, but they will be relieved of
service levels, including regular (at least annually) recommendations on technology upgrades

Other requirements include:

Reporting

Service Desk will be in North America

English will be the only language supported

Vendor ITSM tool must include, but not limited to: incident tracking and history; request management;
change management; problem management; configuration and asset management; service catalog;
automatic routing of requests; knowledge base; standard and ad hoc reporting abilities; and VIP
recognition

Include additional billing information on invoicing as defined by R&E when request is made

Including ad hoc queries, of historical and trend data of activities to assist R&E with budgeting

Daily management reporting of incidents including problems and changes, as well as lead a regularly
scheduled operations meeting

Call SLA Reporting, answered, dropped, call length, etc.

Capabilities for on-line report access via service provider portal

Service Level Requirements

R&E is interested in hearing what standard service levels the vendor offers and at what costs

Vendor will meet the communication update requirements for severity 1 and severity 2 incidents as
described in Section 4.2.3

In the case of a disaster or business continuity incident, the Service Desk will be available within 24
hours

Vendor will provide 90% success in Time to Answer calls in less than 60 seconds

Vendor will provide 90% success in a Call Abandon Rate of calls over 60 seconds

Vendor will provide 90% success in first call resolution for calls identified to fall within first call resolution
bucket

Vendor will have ability to provide VIP phone support for up to 10 users; 100% of these calls will always
be answered within 60 seconds

Other Value-Added Considerations
R&E is looking for proposals that provide robust ITSM support services and related workflows. Well qualified
vendors should have well-defined processes in the following areas:

Incident Management

For critical incidents, R&E requires 15-minute vendor response and notification to R&E, as well as a 4-
hour resolution or stabilized within the time frame with a plan for full resolution within 8 hours Please
describe the incident management services you provide and state your assumptions.

Problem Management
R&E requires problem management processing for all Priority 1 incidents and recurring incidents. Please
describe the problem management services you provide and state your assumptions.

Change Management
R&E requires standard change windows in line with its business cycle, and the ability to work outside
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standard change windows as needed. Please describe the change management services you provide
and state your assumptions.

Release Management

Software within scope of managed services will require periodic patch implementations for currency and
security reasons. Please describe the release management services you provide and state your
assumptions.

Configuration and Asset Management

Vendors are expected to maintain appropriate configuration information on systems in scope relative to
services provided. Please describe the configuration and asset management services you provide and
state your assumptions.

Level 1 and Level 2 End User Computing (Desktop Support)

End User Computing (EUC) includes, but is not limited to, the provisioning and IMAC support of computing devices
such as hardware setup, software installs, configuration and user setup. This includes the cabling and WiFi
connection to the network at physical locations, as well as providing users the ability to print to shared devices on
the network.

Requirements

Active Directory password resets

Provision, provide IMAC support and trouble-shoot all R&E approved end user device hardware and
software

VIP Support for specified users — 24x7x365

Onsite support within 2 hours 10x5 at all R&E locations; The hours to be chosen based on local time
zone

Utilize R&E standard change management processes prior to making any changes to the standard
images and configurations

Manage loaner workstation program, and will provide spare equipment and parts within a 4-hour delivery
to R&E locations

Dispose of retired assets; erase the hard drive using a process that complies with DOD 5220.22-M
standards; reimage the workstation for all asset retirements and redeployments; Policies developed to
deal with this may allow for retired inventory to be donated, sold to employees, sold to a vendor,
scrapped or otherwise disposed of after security, EPA and salvage requirements have been met
Manage hardware asset tracking information in ITSM tool which supports R&E reporting and ad hoc
queries

Perform scan of desktops and laptops for software inventory monthly

Store software licenses and keys in a secure location

Perform employee/contractor onboarding/separation functions as related to end user devices, including
desktop phones

Provide IMAC support for Softphone technology

Reporting

Include additional billing information on invoicing as defined by R&E when request is made

Provide a monthly report showing current month and 12-month history of IMACs and asset retirements
by product and user

Provide a monthly asset report, who has possession of the asset and last accessed to the network.
Provide report when requested of all available hardware for cascade and complete asset listing,
including asset listing by employee

Vendor will do a monthly scan of software installed and compare to licensed software list and report any
licensing discrepancies to R&E management

Service Level Requirements

R&E is interested in hearing what standard service levels the vendor offers and at what costs
Vendor will provide onsite service for Install, Moves, Adds and Changes (IMAC) requests within 2
business days at R&E locations
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e Vendor will provision devices to arrive at customer location within 5 business days of receipt of device
e Vendor will achieve 90% success in initial response, time to resolve and root cause requirements of the
Incident Service Level Agreement in Section 4.2.3

4.2.3 R&E Incident Management Service Level Agreement Requirements

Incident Priority 1 Priority 2 Priority 3 Priority 4
Initial Response 15 Minutes 60 Minutes 1 Business Day 2 Business Day
Communication Updates 30 Minutes 1 Hour 1 Business Day 1 Business Day
Time to Resolution 4 Hours 8 Hours 3 Business Day 5 Business Day

Priority Level

Incident Definitions

Priority Level 1

An Incident shall be assigned a "Priority 1" when:
A major infrastructure or service outage or severe degradation of performance
causes a business application system to be unavailable or;
A critical business application, critical business system or primary function is not

available, severely restricted or is experiencing severe degradation of performance

or;

A department of 10 or more employees are unable to access their primary business

application

Priority Level 2

An Incident shall be assigned a "Priority 2" when:
A business application or business system is experiencing errors and/or minor
degradation of performance or;
When an infrastructure outage impact portions of the environment creating very slow
performance/response times or;
An individual or group of less than 10 employees who are unable to access their
primary business application(s) or are unable to service their customers

Priority Level 3

An incident shall be assigned a "Priority 3" when:
An individual or a group of three or less individuals cannot access non-critical
functions of an application, or;
An individual /group of individuals/department cannot access a function or an

application, or a workaround is available

Priority Level 4

An incident shall be assigned a "Priority 4" when the incident is an information

request

17




Y

)
v Ramsey/Washington Recycling & Energy
RAMSEY/ WASHINGTON Request for Proposal

RECYCLING & ENERGY

5.0 General Agreement/Contract Terms and Conditions

5.1 Contract Term

The contract term is expected to be upon execution for three years with the possibility of two one-year renewals.
5.2 Contract Pricing

5.2.1 Costs

The resulting contract shall be a not to exceed agreement upon approved work schedule and budget.

5.2.2 Application of Payments

Contractor may submit an invoice monthly. Payment shall be made within 35 days following the receipt of an invoice
and verification of the charges, as determined by R&E.

Payment of interest and disputes regarding payment shall be governed by the provisions of Minnesota Statutes
8471.425.

5.3 Contract Approval

This RFP does not, by itself, obligate R&E to award a contract. The R&E’s obligation will commence following R&E’s
approval of a contract. Upon written notice to the vendor, R&E may set a different starting date for the contract. R&E
will not be responsible for any work done by the vendor,even work done in good faith, if it occurs prior to the contract
start date set by R&E.

5.4 Contract Dispute

In the event of contract dispute, dispute proceedings will be held in the State of Minnesota. Mediation will be a
mandatory first step in the event of a dispute, prior to any legal action as set forth in the contract.

5.5 Possession of Firearms on R&E Premises

Unless specifically required by the terms of this contract, no provider of services pursuant to this contract, including
but not limited to employees, agents or subcontractors of the (Vendor or Contractor, depending upon which term is
used) shall carry or possess a firearm on R&E premises or while acting on behalf of the R&E pursuant to the terms
of this agreement. Violation of this provision shall be considered a substantial breach of the Agreement; and, in
addition to any other remedy available to R&E under law or equity. Violation of this provision is grounds for
immediate suspension or termination of this contract.

5.6 Indemnification and Hold Harmless

The Vendor does hereby agree that it will defend, indemnify, and hold harmless R&E, its agents, officers and
employees against any and all liability, loss, damages, costs and expenses which the R&E Board, its officers or
employees may hereafter sustain, incur or be required to arising out of the negligent or willful acts or omissions or
intentional acts of the Vendor, its agents, officers or employees or independent contractors in the performance of
this Agreement.

5.7 Insurance Requirements
The proposer and its subcontractors or independent contractors agree that in order to protect itself, as well as the
R&E Board under the indemnity provisions set forth above, it will at all times during the term of this Agreement,

keep in force the following insurance protection with the minimum limits specified:

¢ Commercial general liability of no less than $500,000 per claim, $2,000,000 per occurrence,
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$2,000,000 general aggregate, $2,000,000 products/completed operations total limit,

$2,000,000 personal injury and advertising liability. R&E Board shall be added to the policy asadditional
insured on a primary and non-contributory basis with respect to the ongoing and completed operations of
the proposer providing coverage at least as broad as ISO forms CG 2010 and CG 2037. Waiver of
subrogation is required.

¢ Professional liability of no less than $1,000,000 per claim and $3,000,000 aggregate limit.

¢ Commercial Automobile Liability coverage with combined single limits of not less than $1,000,000. R&E
Board shall be added to the policy as additional insured on a primary and non-contributory basis. Waiver
ofsubrogation is required.

¢ Workers' Compensation as required by Minnesota Law. Employer's liability with limits of
$500,000/$500,000/$500,000. Waiver of subrogation is required.

The above policies shall contain a clause or endorsement that waives the right of subrogation against the R&E
Board.

Prior to the effective date of this Agreement, the proposer will furnish R&E with a current and valid proof of
insurance certificate indicating insurance coverage in the amounts required by this agreement. This certificate of
insurance shall be on file with R&E throughout the term of the agreement. As a condition subsequent to this
agreement, the proposer shall insure that the certificate of insurance provided to R&E will at all times be current. The
parties agree that failure by the proposer to maintaina current certificate of insurance with R&E shall be a substantial
breach of the contract and paymentson the contract shall be withheld by R&E until a certificate of insurance showing
current insurance coverage in amounts required by the contract is provided to R&E.

Any policy obtained and maintained under this clause shall provide that it shall not be cancelled, materially
changed, or not renewed without thirty days’ notice thereof to R&E. Ten (10) day notice for cancellation due to non-
payment of premium is required.

5.8 Termination

R&E may immediately terminate this Agreement if any proceeding or other action is filed by or against the
Contractor seeking reorganization, liquidation, dissolution, or insolvency of the Contractor under any law relating to
bankruptcy, insolvency or relief of debtors. The Contractor shall notify R&E upon the commencement of such
proceedings or other action.

If the Contractor violates any material terms or conditions of this Agreement, R&E may, without prejudice to any
right or remedy, give the Contractor, and its surety, if any, thirty (30) calendar days’ written notice of its intent to
terminate this Agreement, specifying the asserted breach. If the Contractor fails to cure the deficiency within the
thirty (30) day cure period, this Agreement shall terminate upon expiration of the cure period.

R&E may terminate this Agreement without cause upon giving at least thirty (30) calendar days’written notice thereof
to the Contractor. In such event, the Contractor shall be entitled to receive compensation for services provided in
compliance with the provisions of this Agreement, up to and including the effective date of termination.

5.9 Merger

It is understood and agreed that the entire agreement of the parties is contained herein and this Agreement
supersedes all oral agreements and negotiations between the parties relating to this subject matter. All items
referred to in this Agreement are incorporated or attached and deemed to be apart of the Agreement.

5.10 Conflict of Interest

Proposer shall at all times observe and comply with all Federal, State and local laws, ordinances and regulations
including all amendments and revisions thereto, which in any manner affect Proposer or the services and/or items

to be provided, specifically and not limited to any laws relating to conflicts of interest. Failure to comply with any
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applicable laws, including the provisions of the Act, may result in: i) the forfeiture by Proposer of all benefits of the
Contract; ii) the retainage by R&E of all services performed by Proposer and iii) the recovery by R&E of all
consideration, or the value of all consideration, paid to Proposer pursuant to any awarded contract.

5.11 Pending and Recent Litigation

Proposers must disclose any pending or recent litigation they are involved in as a company. Recent is defined as
the past five years. Information provided should include the timeline of the litigation history,the subject of the
litigation, and the current status of the litigation. Proposals must also disclose any pending litigation of any third-
party partners in the proposal.

5.12 Contract Modifications

Any material alteration, modification or variation shall be reduced to writing as an amendment and signed by the
parties. Any alteration, modification or variation deemed not to be material by agreement of R&E and the Contractor
shall not require written approval.

5.13 Contractor Debarment, Suspension, and Responsibility

Federal Regulation 45 CFR 92.35 prohibits R&E from purchasing goods or services with federal money from
vendors who have been suspended or debarred by the federal government. Similarly, Minnesota Statutes, Section
16C.03, subdivision 2, provides the Commissioner of Administration withthe authority to debar and suspend vendors
who seek to contract with R&E. Vendors may be suspended or debarred when it is determined through a duly
authorized hearing process, that they have abused the public trust in a serious manner.

5.14 Performance

All services performed by the Vendor pursuant to this Agreement shall be performed to the satisfaction of R&E, as
determined at the sole discretion of its authorized representative, and in accord with all applicable federal, state,
and local laws, ordinances, rules and regulations. Services not performed in accordance with the terms and
conditions of RFP and contract shall be considered a material breach and shall be cause for immediate termination
by R&E. The Vendor shall not receive payment for work found by R&E to be unsatisfactory, or performed in
violation of federal, state, or local law, ordinance, rule or regulation. In the event of work found by R&E to be
unsatisfactory, R&E shall provide Vendor with written notice describing the work found to be unsatisfactory in any
reasonable respect and thirty (30) days to correct the unsatisfactory service performed. Vendor shall work with R&E
to correct the unsatisfactory service to R&E’s mutual satisfaction within thirty (30) days of said notice. If service is
not corrected to the satisfaction of R&E, it shall be considered a material breach and shall be cause for be
immediate termination by R&E.

5.15 Non-Discrimination Clause

During the performance of this Agreement, the Contractor will not discriminate against any employee or applicant
for employment because of race, color, creed, religion, ancestry, national origin, sex, sexual orientation, disability,
age, marital status, or status with regard to public assistance. The Contractor will take affirmative action to ensure
that all employment practices are free of such discrimination. Such employment practices include, but are not
limited to, the following: hiring, upgrading, demotion, transfer, recruitment or recruitment advertising, layoff,
termination, rates of pay orother forms of compensation, and selection for training, including apprenticeship.

The Contractor agrees to comply with the nondiscrimination provision set forth in Minnesota Statute

181.59. The Contractors failure to comply with section 181.59 may result in cancellation or terminationof the
agreement, and all money due or to become due under the contract may be forfeited for a second or any
subsequent violation of the terms or conditions of this contract.

5.16 Compliance with Law

The Contractor will comply with all applicable local, state, and Federal laws, ordinances and regulations in the
performance of the Agreement. The contract, amendments, and supplements will comply with and be governed by
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all laws of the State of Minnesota. Any violation shall constitute a material breach of the executed Agreement. All
actions brought under this agreement shall be broughtexclusively in Minnesota State Courts of competent
jurisdiction with venue in R&E.

5.17 Force Majeure

Neither Party shall be in default by reason of any failure in performance of the contract if such failure arises out of
causes beyond their reasonable control and without the fault or negligence of said Party including, unforeseeable
acts of nature; terrorism or other acts of public enemy; war and epidemics orquarantine restrictions.

If either Party is delayed at any time in the progress of the work governed by the contract by force majeure, the
delayed Party shall notify the other Party in writing of such delay, as soon as is practical, of the commencement
thereof and shall specify the causes of such delay in the notice. The notice shall be hand-delivered or mailed
certified-return receipt and shall make a specific reference to this provision. The delayed Party shall cause such
delay to cease as soon as practicable and shall notify the other party in writing when it has done so. The time of
completion shall be extended by contract modification for a period of time equal to the time that results or effects of
such delay prevent the delayed Party from performing in accordance with this contract.

5.18 Policy Compliance

The Proposer shall, as a condition of being awarded this Agreement, to require each of its agents, officers and
employees to abide by the R&E’s policies prohibiting sexual harassment, firearms and smoking, as well as all other
reasonable work rules, safety rules or policies regulating the conduct of persons on R&E property at all times while
performing duties pursuant to this Agreement. The Proposer agrees and understands that a violation of any of these
policies or rules constitutes a breachof the Agreement and sufficient grounds for immediate termination of the
Agreement by the R&E.

5.19 Public Information

It shall be understood that all Proposals, responses, inquiries or correspondence relating to or in reference to this
RFP, and all reports, charts and Proposal or referencing information submitted in response to this RFP shall
become the property of R&E and will not be returned. R&E will use discretion with regard to disclosure of proprietary
information contained in any response, but cannot guarantee information will not be made public. As a
governmental entity, R&E is subject to making records available for disclosure pursuant to applicable public record
disclosure laws, and Proposers, including the Proposer ultimately awarded the contract, shall cooperate in
complying with such public disclosure laws at no additional cost to R&E. In the event any Proposer designates
materials within its RFP response confidential and/or proprietary and therefore not subject to release pursuant to
publicrecord disclosure laws, and if R&E, its employees, and/or its officials are then named in or subjected to legal
action based on its refusal to disclose such materials designated confidential and/or proprietary by the Proposer,
Proposer agrees to indemnify, hold harmless, and defend R&E in any such action brought against it regarding
R&E’s refusal to release such Proposer-designated materials pursuant to a public records request.

5.20 Audits, Reports, Records and Monitoring Procedures/Records Availability & Retention
Pursuant to Minn. Stat. section 16C.05 subd. 5, the proposer will:

¢ Maintain records which reflect all revenues, costs incurred and services provided in theperformance of
this Agreement.

e Agree that R&E, the State Auditor, or legislative authority, or any of their duly authorized representatives
at any time during normal business hours, and as often as they may deem reasonably necessary, shall
have access to and the right to examine, audit, excerpt, and transcribe any books, documents, papers,
records, etc., and accounting procedures and practices and involve transactions relating to this
agreement. The proposer agrees to maintain and make available these records for a period of six (6)
years from the date of the termination of this agreement.

5.21 DataPractices
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All data collected, created, received, maintained, or disseminated for any purpose by the activities of theproposer,
because of this agreement shall be governed by the Minnesota Government Data Practices Act, Minnesota Statutes
Chapter 13 (Act), as amended and the Rules implementing the Act now in forceor as amended. The proposer is
subject to the requirements of the Act and Rules and must comply withthose requirements as if it is a governmental
entity. The remedies contained in section 13.08 of the Act shall apply to the proposer.

5.22 Interpretation of Agreement; Venue

The Agreement shall be interpreted and construed according to the laws of the State of Minnesota. All litigation
regarding this Agreement shall be venued in the appropriate State or Federal District Court inRamsey County,
Minnesota.

The provisions of this Agreement are severable. If any part of this Agreement is rendered void, invalidor
unenforceable, such rendering shall not affect the validity and enforceability of the remainder of thisAgreement.

5.23 Clean Up

The Contractor shall at all times keep R&E premises free from accumulation of waste materials or rubbish caused by
its operations.

5.24 Protection of Persons and Property

The Contractor shall take all reasonable precautions for the safety of, and shall provide all reasonableprotection to
prevent damage, injury or loss to, R&E employees and other persons who may be affected; the Contractor's work
and materials and equipment which are under the care, custody and control of the Contractor or any of the
Contractor's subcontractors; and other property at the project site or adjacent thereto.

Unless otherwise directed by R&E's Authorized Representative, the Contractor shall promptly remedydamage or
loss to property caused in whole or in part by the Contractor, its employees, officers, or subcontractor(s), or anyone
directly employed by any of them, or by anyone for whose acts any of them may be liable.

5.25 Title Risk of Loss

Title to goods and/or all associated documentation shall pass to R&E upon payment by R&E for goods and/or
associated documentation, or for construction projects, upon incorporation of the goods into the Project.

R&E shall be relieved from all risks of loss or damage to goods, and/or all documentation prior to the time title
passes to R&E as described above. The Contractor shall not be responsible for loss or damageto goods and/or
documentation occasioned by negligence of R&E or its employees.

5.26 Warranty

The Contractor warrants that it has the legal right to provide the goods and services identified in this Agreement and
further warrants that the goods and services provided shall be in compliance with theprovisions of this Agreement.

5.27 Ownership of Work Product

The Contractor agrees that all right, title, and interest in all material that Contractor shall conceive or originate,
either individually or jointly with others, and which arises out of the performance of this Agreement, are the property
of R&E and are by this Agreement assigned to R&E along with ownershipof any and all copyrights in the material.

Where applicable, works of authorship created by Contractor for R&E in performance of this Agreement shall be
considered "works made for hire" as defined in the U.S. Copyright Act. Contractor shall, upon the request of R&E,
execute all papers and perform all other acts necessary to assist R&E to obtain and register copyrights on such
material.

The Contractor warrants that any materials or products provided or produced by it in the performance of this
Agreement will not infringe upon or violate any patent, copyright, trade secret, or any other proprietary right of any
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third party. Contractor will defend, indemnify, and hold R&E harmless from any such third-party claims.
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Attachment 1 — Solicitation Response Form
Attachment 2 — Contractor Information and Reference Form

Attachment 3 — IT Infrastructure Managed Services, End User Service Desk and On-site Support RFP Proposal
Response Questionnaire

Attachment 4 — Contractor Application for Trade Secret Information
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Attachment 1 — Solicitation Response Form

Solicitation Title: IT Infrastructure Managed Services, End User Service Desk and On-site
Support RFP

The following shall be completed by the Contractor:

Contractor Company Name:

Total Number of Solicitation Pages:

Total Number of Pages in Contractor's Solicitation Response: Acknowledgement and

Number of Solicitation Addenda Received:

PLEASE READ THE FOLLOWING BEFORE COMPLETING THIS SOLICITATION
RESPONSE FORM

The provisions of the solicitation document should be reviewed and understood before preparing a solicitation
response. Unless the solicitation document provides otherwise, the solicitation response shall be the best price
for all labor, equipment, materials and services for the project described in the solicitationdocument.

Estimated Budget:

Price: $ (anticipated annual budget)
(please also include an hourly rate schedule by position)

ACKNOWLEDGEMENT

By signing below, | certify that | understand, agree, and bind the Contractor to the provisions contained in the
solicitation document for the above Solicitation, including the Solicitation and Contract Terms and Conditions and
that | am authorized to submit this solicitation response on behalf of the Contractor.

COLLUSION

By signing below, | certify that this solicitation response has been prepared without any collusion with other
contractors, competitors, R&E employees, Washington or Ramsey County employees, or R&E Board Members
and without taking any other action which will restrict competition or constitute fraud orcollusion.

Name and Title of Authorized Contractor Representative:

Signature:

Date:

Solicitation Title: IT Infrastructure Managed Services, End User Service Desk and On-site Support RFP
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Attachment 2 — Contractor Information and Reference Form

R&E requires completion of this form for this solicitation. Failure to submit this completed form with the solicitation
response will result in rejection of the Contractor'ssolicitation response.

Company Information:

Contractor Name (as on file with the MN Secretary of State's Office, if applicable):
Name of CEO or Company President:

FEIN / Contractor Tax ID Number:

Minnesota Business Licenses Filing Number:

Local Telephone Number:

Toll Free Telephone Number:

Fax Number:

Email Address:

Address:

. City:
. State:
. Zip Code:

Is your company a Certified Small Business Enterprise ("CERT SBE")?
If yes, what is your CERT SBE#?

Solicitation Response Contact:

CoNoh~wbdE

Name and Title of the person to contact for questions concerning this solicitation response:
Local Telephone Number:

Toll Free Telephone Number:

Fax Number:

Email Address:

Address:

City:

State:

Zip Code:

Contract Mailing Address (if different from Company Information):

CoNoORONE

Contact Name and Title:
Local Telephone Number:
Toll Free Telephone Number:
Fax Number:

Email Address:

Address:

City:

State:

Zip Code:
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Reference Requirements: Provide a minimum of three (3) references for work completedwithin the last five (5) years that
is similar to what is requested in this solicitation.

1.

First Reference

Company Name:

Contact Name and Title:
Local Telephone Number:
Toll Free Telephone Number:
Email Address:

Address:

City:

State:

Zip Code:

Description of Work Completed:

2. Second Reference

Company Name:

Contact Name and Title:
Local Telephone Number:
Toll Free Telephone Number:
Email Address:

Address:

City:

State:

Zip Code:

Description of Work Completed:

3. Third Reference

Name and Title of Authorized Contractor Representative:

Signature:

Company Name:

Contact Name and Title:
Local Telephone Number:
Toll Free Telephone Number:
Email Address:

Address:

City:

State:

Zip Code:

Description of Work Completed:

Date:
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Attachment 3: — Infrastructure Managed Services End User Service Desk and On-site Support
RFP Proposal Response

Please place your response in the spaces provided below. The spaces may be expanded to thoroughly complete your
response. Additional documents may also be attached if they are needed to support service offerings, costs, etc. The use
of MS Office is preferred to expedite proposal analysis.

Please provide the following contact information.

Vendor Response
Company Information

1. Company Name:

2. Company Address:

3. Account Representative, include email and telephone contact information:
Name:
Email:
Phone: Office: Cell:

Describe how you will staff and manage the delivery of each service, meet the requirements and SLAs per the
requirements of the RFP. Describe in detail the tools that you will utilize to deliver services and meet specified reporting
requirements. Identify your pricing for each service.

Vendor Response
Agreement Term for Pricing

Vendor Response
Infrastructure Managed Services Monthly Price

¢ Inventory end-user and infrastructure devices and applications
o |nitial review and certification of environment
e Installation of monitoring and management tools
e Monitoring of infrastructure status and performance
e Management of:
o Infrastructure alerts, incidents, problems and changes
o Server patching, service packs, and hot fixes
o Directory Services
o Security and administrative access
e Management and maintenance of anti-virus and malware for servers/workstations
e Support of 0365 Environment
¢ Development, maintenance and proactive analysis of performance metrics
¢ Performance reporting for all infrastructure components under management
e Patch Management on agreed to infrastructure platforms
¢ Manage scheduled backups
e Support end-users through Vendor’s Service Desk for level 2 and level 3 issues
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Vendor Response
Managed Service Desk Solution Monthly Price

e Level 1 customer support, incident management, problem resolution and service request
management

¢ Active Directory password resets

¢ Incident Management for severity 1 incidents

e Process to request services that can be fulfilled across multiple vendors, in both directions

¢ Monitoring and escalation of all (severity 1, 2, 3 and 4) incidents according to agreed-upon
service levels

¢ Maintenance of a Knowledge Database which may include details of root causes, workarounds
and permanent resolutions for incidents, problems and known errors

o Ability to trouble-shoot problems (view customer’s screen and, with permission, work on their
computers) using remote control over a secure Internet connection

¢ Root cause analysis of severity 1 incidents

o Knowledge to support end users with O365 products running on all approved R&E desktops and
laptops

e Change Management including supporting documentation of changes in the Service Desk Tool,
tracking, ensuring correct approvals, scheduling and reviewing results of changes

¢ With R&E input and approval, plans and processes to restore Service Desk functions in the case
of a business continuity or disaster incident

e Service Desk policies and procedures, including yearly reviews and updates of those policies
and procedures

e Service Desk support from 6am to 7pm CST with the ability to expand coverage to 24X7X365

¢ Best effort support for software no longer supported by the manufacturer, but they will be
relieved of service levels

Other requirements include:
e Service Desk will be in North America

¢ English will be the only language supported

¢ Vendor ITSM tool must include but not limited to: incident tracking and history; request
management; change management; problem management; configuration and asset
management; service catalog; automatic routing of requests; knowledge base; ad hoc reporting
abilities; and VIP recognition

Reporting

¢ Include additional billing information on invoicing as defined by R&E when request is made

¢ Including ad hoc queries, of historical and trend data of activities to assist R&E with budgeting

¢ Daily management reporting of incidents including problems and changes, as well as lead a
regularly scheduled operations meeting

e Call SLA Reporting, answered, dropped, call length, etc.

e Capabilities for on-line report access via service provider portal

Service Level Requirements

¢ R&E is interested in hearing what standard service levels the vendor offers and at what costs

¢ Vendor will meet the communication update requirements for severity 1 and severity 2 incidents
as described in Section 4.2.3 of the RFP

¢ In the case of a disaster or business continuity incident, the Service Desk will be available within
24 hours

¢ VVendor will provide 90% success in Time to Answer calls in less than 60 seconds
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¢ VVendor will provide 90% success in a Call Abandon Rate of calls over 60 seconds

o VVendor will provide 90% success in first call resolution for calls identified to fall within first call
resolution bucket

e VVendor will provide VIP phone support for up to 10 users; 100% of these calls will always be
answered within 60 seconds

Other Value-Added Considerations

R&E is looking for proposals that provide robust ITSM support services and related workflows. Well

qualified vendors should have well-defined processes in the following areas:

¢ Incident Management
For critical incidents, R&E requires 15-minute vendor response and notification to R&E, as well
as a 4-hour resolution. Please describe the incident management services you provide and state
your assumptions.

¢ Problem Management
R&E requires problem management processing for all Priority 1 incidents and recurring
incidents. Please describe the problem management services you provide and state your
assumptions.

¢ Change Management
R&E requires standard change windows in line with its business cycle, and the ability to work
outside standard change windows as needed. Please describe the change management
services you provide and state your assumptions.

¢ Release Management
Software within scope of managed services will require regular periodic patch implementations
for currency and security reasons. Please describe the release management services you
provide and state your assumptions.

¢ Configuration and Asset Management
Vendors are expected to maintain appropriate configuration information on systems in scope
relative to services provided. Please describe the configuration and asset management services
you provide and state your assumptions.

Vendor Response
Level 1 and Level 2 End User Computing (Desktop Support) Monthly Price

¢ Active Directory password resets

e Provision, provide IMAC support and trouble-shoot all R&E approved end user device hardware
and software

¢ VIP Support for specified users — 24x7x365

¢ Onsite support within 2 hours, 10 hours a day, Monday Through Friday, at all R&E locations;
The hours to be chosen based on local time zone

¢ Utilize change management processes prior to making any changes to the standard images and
configurations

e Manage loaner workstation program, and provide spare equipment and parts within a 4-hour
delivery to R&E locations

¢ Dispose of retired assets; erase the hard drive using a process that complies with DOD
5220.22-M standards; reimage the workstation for all asset retirements and redeployments;
Policies developed to deal with this may allow for retired inventory to be donated, sold to
employees, sold to a vendor, scrapped or otherwise disposed of after security, EPA and salvage
requirements have been met

e Manage hardware asset tracking information in ITSM tool which supports R&E reporting and ad
hoc queries

¢ Perform scan of desktops and laptops for software inventory monthly
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e Store software licenses and keys in a secure location

¢ Perform employee/contractor onboarding/separation functions as related to end user devices,
including desktop phones

¢ Provide IMAC support for Softphone technology

Reportin

. Ir?clude S21dditiona| billing information on invoicing as defined by R&E when request is made

¢ Provide a monthly report showing current month and 12-month history of IMACs and asset
retirements by product and user

¢ Provide a monthly asset report and who has possession of the asset

¢ Provide report when requested of all available hardware for cascade and complete asset listing,
including asset listing by employee

¢ VVendor will do a monthly scan of software installed and compare to licensed software list and
report any licensing discrepancies to R&E management

Service Level Requirements

¢ R&E is interested in hearing what standard service levels the vendor offers and at what costs

¢ VVendor will provide onsite service for Install, Moves, Adds and Changes (IMAC) requests within
2 business days at R&E locations

¢ VVendor will provision devices to arrive at customer location within 5 business days of receipt of
device

¢ VVendor will achieve 90% success in initial response, time to resolve and root cause
requirements of the Incident Service Level Agreement in Section 4.2.3

List any assumptions that have influenced your response, and/or that are expected to affect any potential demonstration
or implementation of your proposed solution.

Vendor Response
Vendor Assumptions

Identify other services vendors you will partner with, if any, to provide the services.

Vendor Response
Vendor Partners

Provide response to the security and compliance considerations listed in section 6 of the RFP.

Vendor Response
Security and Compliance

1. Does your organization conduct background checks on your employees?

2. Do you conduct security awareness training within your organization?
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3. If you store any of our information on your systems, are you willing to remove this information on request upon
termination of the contract?

4. Would you use sub-contractors and or business partners inside or outside the US? If so, please describe.

5. Your organization will be expected to have the following types of insurance and name R&E as indemnified party as
they apply to the services you would provide to R&E. Please indicate your current coverages for the following types
of insurance:

a. Commercial General Liability Insurance

b. Auto Liability coverage for all owned, hired and non-owned vehicles used by Company -

c. Crime insurance which includes employee dishonesty coverage on all Company employees and contractors
working under this Agreement;

d. Statutory coverage for Workers’ Compensation

e. Professional Liability insurance including Media Liability, Privacy and Cyber-Risk (Network Security) Liability
insurance, covering liabilities for financial loss resulting or arising from acts, errors or omissions in rendering
services in connection with this Agreement including computer or information technology services, copyright or
trademark infringement, or from data damage/destruction/corruption, including, contractual liability, failure to
protect privacy, unauthorized access, unauthorized use, virus transmission and denial of service from network
security failures and any other errors and omission

f.  Umbrella Liability

Provide response to the “other value-added considerations” in section 7 of the RFP.

Vendor Response
Service Management Value Adds

The remaining questions are pertinent to the Selection Committee’s evaluation process, such as, information regarding
your organization, solutions and ability to fulfill R&E’s needs. Please answer these questions completely, and submit any
supporting documentation and other materials as you deem appropriate.

Provide the following information on your organization. If responding jointly, please include all this information for your
joint partner in the response:

Vendor Response
Company Information

1. Total number of employees

Total staff count dedicated to the proposed solution.
Approximate number of users at largest customer.
Public or private company

Company history including years in business

Your Dunn & Bradstreet number

o asrwN

Describe the organization you will put in place to manage customer accounts including relationship, issue resolution and
customer feedback. Provide the managerial level of the person expected to provide overall management of the R&E
account. Show examples of the daily, weekly and monthly reports you will provide for incident/change/problem
management and management reporting. Describe the format and frequency of your customer surveys.

Vendor Response

32



Y

)
v Ramsey/Washington Recycling & Energy
RAMSEY/ WASHINGTON Request for Proposal

RECYCLING & ENERGY

Account Management

R&E requires that diverse suppliers which include minority, woman-owned, and small businesses have the maximum
practicable opportunity to participate in providing goods and/or services to R&E. Please indicate whether your company is
a certified Minority and/or Women owned business by any local, regional or national certifying organization.

Vendor Response
Commitment to Diversity

Provide quality certifications, such as ISO 9001:2000.

Vendor Response
Commitment to Quality

R&E is interested in your organization’s participation within the broader technology industry. Please describe your
participation in technology user groups, boards, or any other groups through which you provide feedback on technology,
security, or other standards.

Vendor Response
Participation in Industry Standards

Describe how you incorporate the ITIL framework in your offerings.

Vendor Response
ITIL Framework

Please provide any additional information you feel R&E should consider regarding the services you are offering that
support the efficiency and effectiveness of our IT Leadership.

Vendor Response
Open Dialogue

Attachment 4 — Contractor Application for Designation of Trade Secret Information
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Solicitation Title: IT Infrastructure Managed Services, End User Service Desk and On-site Support RFP

The submitted quote/proposal/proposal includes trade secret information that we, the contractor, believe to be classified
as nonpublic (relating to a non-person) or private (relating to a person) information under §13.37 of the Minnesota
Government Data Practices Act.

As such, we are requesting that certain provisions of our quote/proposal/proposal response, as indicated below, be
treated as trade secret data and that any request for access to the trade secret data be handled in accordance with the
provisions of the R&E's Purchasing Standard Terms and Conditions.

Section(s):

Page number(s):

Topic(s):

We understand that a decision regarding this request will be made by the R&E prior to award. If this classification request
is granted, in the event the designation of this information as trade secrets is challenged, we agree to defend, indemnify,
and hold harmless the R&E against any claims related to the designation of this data as trade secrets data.

We further understand that the R&E considers markings of "confidential" or "trade secrets" in the solicitation response to

be insufficient to classify information in a response. We agree to indemnify and hold R&E harmless from any damages
arising out of the release of any materials or data unless they are specifically identified above.

Name and Title of Authorized Preparer:

Signature:

Date:

34



Y

)
v Ramsey/Washington Recycling & Energy
RAMSEY/ WASHINGTON Request for Proposal

RECYCLING & ENERGY

Appendix A: IT Support RFP Intention Response

PLEASE RETURN THIS FORM by September 14, 2021

This form represents your desire to participate in this Request for Proposal (RFP) process and submit information as
indicated in the RFP. Failure to return acknowledgement may jeopardize your opportunity to participate.

Return this completed form to Jim Redmond at jim.redmond@recyclingandenergy.org, consistent with the rules of
engagement listed in the RFP.

|:|-' We will submit our response according to the date and conditions established by R&E.

ml We will not participate and will not respond to the RFP.

If you choose to participate in this process, please complete the remainder of this form:

Company Name:

Contact Person:

Title:

Signature:

Phone:

E-mail:

Thank you for your prompt attention to our request.
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